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Abstract: In order to solve the problem that it is difficult for the existing adversarial disturbance techniques to effectively
reduce the discrimination ability of the trackers and make the trajectory deviation rapidly, an effective object tracking ad-
versarial attack method was proposed. First, deception loss, drift loss and attention mechanism-based loss was designed
to jointly train generator based on the consideration of the high-level categories and the low-level features. Then, the
clean image was sent to the trained generator to generate the adversarial samples that were used to interfere with the ob-
ject trackers, which made the object trajectory deviation and reduced the tracking accuracy. Experimental results show
that the proposed method achieves 54% reduction in success rate and 70% reduction in accuracy on OTB dataset, which
can attack the object of tracking quickly in complex scenes.
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WRHPRRER® 11 ANMErE, SUREN, R
Ak R TR, B udis . A
FEHIERRT Y. 2 ANl A JE b

VOT2018 Hrffa 4k : iZEi 4 A48 60 LS,
5 OTB ettt APk 75 HbRE 2RI,
A BRI AL .

LaSOT ##fa . L5 1400 M HEREHA
70 A, BT 20 NFA. SR IRAER AR
N HORG PRI TR 4 AN FIAL G Hert 280 /ML
BT o
5.2 FMERE

OTB100 %4t 4 K FI XS FE (P, precision) Fl
M (S, success) 1ENVEMFRAE. P S WEER R
FEALVE I H AR AL E 0 5 (bounding box) 5 A
TRy HbrA0 & (ground-truth) [0 2
S AR ERFEAT 2 M FMPRES 5 Hbr e E A
KT 0.5 IE 40 be VOT2018 $ide 45 7] i B Ak
IIRERARE (A, accuracy) FIEREE (R, robustness),
FFLLPFES I (EAO, expected average overlap)
25 M A B HE R - LaSOT $idls Sk % S Fkrifkdl
K% (Norm P, norm precision) SRl ik M RE
53 SRIBYATH

AT Adam AL FEA A A, 27 5] %%
B 2107 BRI y WE M-S, IR py
A1 py 235184 0.1 A1, AP-HER E A7 55 40 8 A i % o
BERIVR A AS WA 500, AEUAE KRR H x
Hlye F(10) T REERSH I R E Ay AR AN 7,
IPIBCE ) 2 R 20, AR R A5 BEEN 6200

X B AR it A A, ASCH AT 2
2 AN, 23 3R U-net 2544 (1) A2 14 DL S ResNet50
SR SiamRPN++ERER S . U-net Z5 ) {ER R HAT:
5 RERLAR It e, ERTHGE 5 A 380 23 1) o R 2
TR S5 AR o AT AR BRI A& A T

FBCEAIUT , BESRIL SiamRPN-++HIR 5 85 1) 4340
ZH, L AR s XZ T SRR R 2 T 1) 2 24
Pk BB TR A s N 2R, TR I 251
PLBh A s RS )l D Bk S 1K H bR .

54 KBHERS5HH

F 1R 2 gl TASCEAE OTB100MY,
VOT2018 Fl LaSOT ik 3 ANl 4 Ly et & L
% 1 9, Original &7~ SiamRPN++J5U4GF) PR IER S5 3,

Attack S FR NIt 4% %R X 4k, Drop K7 tEfg T B
2 11, Attack SZ R [R) N Mok 8 28 X 48R H Frib
B o Bty S by AN SOk 48 2R X 3 LA S [R] i Mo 48 &R
DX sl T H BRASEAR -

F1 AXFHEMNBERZEXBRKEER

e Metric Original Attack S Drop
S 0.696 0.160 0.536

OTB100
P(M 0.914 0.221 0.693
A 0.600 0.425 0.175
VOT2018 R{) 0.234 2.992 2.758
EAO(T) 0.414 0.052 0.362
P(T) 0.569 0.062 0.507

LaSOT
NG 0.496 0.061 0.435

& 2 AXFHAERINEHEER XIS B R IRAI SRR 4E R

Kl b Metric Original Attack SZ Drop
S(M 0.696 0.155 0.541

OTB100
P(1) 0.914 0.218 0.696
AT 0.600 0.395 0.205
VOT2018 R() 0.234 3.030 2.796
EAO(T) 0.414 0.047 0.367
s 0.569 0.055 0.514

LaSOT
Norm P (1) 0.496 0.056 0.440

Boehi A e Bl o

1) ANBH LR X AN B R X, T
AL BRI 5, BF 10 Wi 5)KAE GOT-10K %
P A AT, BB H AR R I, RS
9 350 BAA. X TREBCRA, EE—MUA T H AR
PR, SR WU TR R . I B, o3k
HH BRBEioR s 2= X 8, PREF B ARBARAAE, BEAL
WAL 2 KB T39 H bR 2R X s
ANPB A s = A S, TS T AR 2R Xk
FIR, TR PR R XK. AR5 ks iR R X
8, PP R IX IS T H AR BIOE N SiamRPN++
PREZREN, iyt 4% Conv3-3 [IHFAEE], 43433
TR N GE. XSHREARNE ¢
[EVA & MY o 5 Jr M3 Lepears Lasins Livature M1 Lauality
X 4 B R R B A B I A i, A3 B TR
DRI A s o (EAESRN B, PRHE T H Arp
BRANAR, 4048 2R X 0 L P 5y A s A o4t
PRI, PR PO 2R DX SR 44 H AR AR [ I
IEN SiamRPN++HT, £330 P UCEC P ARBLEE, idh
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4R a2 %

SiamRPNP+++S (N B &R X0 . MR 1 /LU
o, ASCHE I B VAL BRER S (PR REAE 3 ML
£k MWN N

2) [ I B 8 28 DX SORT H AR AR o 4 [ I A
AR R DR H PR AR I, R B0 AE A 1 U2 7
R Bt H AR R X (1 2 iR ) . A
HEBLBY B, AN G Pt sl A i 85 R i Bk H A
BEASCRN H AR &R X, 4 0 PO ARORT G B 48 2
X # i% N IR B 2% SiamRPN++ 1, id N
SiamRPN+++SZ  ( [A] I o 48 2R X I Al H A5 Bt
O, SR A RWE 2 Prox. WK 2 haf LA
[ I 50 AR AR 2% X 3 L AN Mk 48 2R X v g
T2, £ OTB100 £ b, [A] I B A
FHE 2 X BN, SiamRPN++JR f5 58 8 A7 8k ) 2%
HIAR B I 69.6% 14 15.5%, FEAK T 45 54%:
FEWEH 91.4% FRF3 21.8%, &K T4 70%.

AN, ¥ SiamRPN++LLK 2 R S 11
SiamRPN+++S. SiamRPN-+++SZ 7F OTB %24
55 H A R PR BE 2% (MDNet!'? | SiamFCH!?! |
SiamRPNI' | SjamRPN++"! | DaSiamRPN!'® |
GradNet"%6) TR, PERERILWIE 4 Fix.

—aA— [0.696] SiamRPN-++
--&--[0.672] SiamDW

—o- [0.639] GradNet

—a— [0.587] CFNet

-3@- [0.160] SiamRPN+++S

—A— [0.678] MDNet

—6— [0.658] DaSiamRPN
--©- [0.629] SiamRPN

- [0.587] SiamFC

—#— [0.155] SiamRPN+++SZ

pRYES

0 01 02 03 04 05 06 07 08 09
AR E

K4 OTB $udlifk LU DA ML fE ELAEL

M 4 HRT 50, ARSCOTE KR T SiamRPN++
MHERE. R 3 A T ARSIk S A Bk o7 i
SiamRPN++ b [l B i M RELL R . 76 OTB100 di4E
b AR EAE S FP RS T CSAPY SPARK!™!
55 FAN J75:2, fff SiamRPN++1) {7 fig 1 B R
B, 7€ OTBI100 dli4E FAUAH 15.5%H0 2Rl
21.8%HIKE A

*R3 ARWEHEHEE SiamRPN+HIREREE EAY
W14 RE ELAR

Bulirik S(M P(T)
CSA 0.324 0.471
SPARK 0.630 0.887
FAN 0.306 0.544
AL T5 0.155 0.218
5.5 JHELSKLG

551 ARETUH aREE

N T AR B & FURIURAVE ], Rk
Ty Ay 4 NGy, 3R R E N AR Leoarses AHIE
PRI K Locate~ AR R, Laria FVRFAES R Licature o Looarse
HTRHHFIIE: Locae H T W HARILFAE, [
REBR; Loy FRERE B Liawe HRSCEE]
QALK AR 25 18] P IR G A8 o A 20 Al 13X 4 4R T
R AR SiamRPN++EREE 3 M RE M50 . 5K
57 OTB100 A1 VOT2018 Hdii e FHEAT T3,
ERNR 4 FNK 5 Pros. H, “—7 RoRARAMEH,
“N7ORORME . AE 4 FiE 5 haTUUE L, L
J2 A5 FH B MCHE 2R T I 2 21 A5 T, ) N 0 4 2R X 4
1 H bR AR ECAS T L AN Bt 48 2R X3 T 5 1 K

R4 (NIEE R XER IR KT T I AR #2 0T

OTB100 VOT2018
Leoarse  Lscate  Larit Lieature
S(1) P(T) EAO(T)
— - — — 0.696 0.914 0.414
N - — — 0.421 0.587 0.099
_ N — — 0.443 0.642 0.149
_ _ N - 0.587 0.791 0.159
— — — J 0.470 0.655 0.142
J J — — 0.349 0.491 0.073
J J V — 0.302 0.423 0.061
J J V J 0.160 0.221 0.047

G, BIXE 4 AR, FO IR R A
BIATBIREE s Leoarse AR T S AR IS HOR, UEW
THRUENAESSAEBRERH I B EANE o Lcare AT Lagin 1B
HRORIRT Leoarser 127 DA P 5 101 ik FRLE AT
S RAATWAR BT, BARUEMLHUR Leoarser R
BRI REAHI i HARALE,  ERERf B REAT PRl
A oiEHRE, WOR AR AL
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PR 25 [ RGN 22 DR H BB USG5V -+ 251

=5 [E] A I 44 2 [X 38 A0 B FRAE AR A
FZRKI T4 REHI 20

OTB100 VOT2018
Leoarse  Lscate  Larit Leaure
S(M P(1) EAO(T)

— — — — 0.696 0.914 0.414
N - — - 0.406 0.562 0.081
— N — — 0.432 0.621 0.130
- — N — 0.566 0.774 0.161
— — — \ 0.436 0.598 0.122
N N — — 0.325 0.472 0.073
v J v - 0259 0378 0.056
\ \ \ v 0.155 0.218 0.047

HK, WTHRTMAE, 7F Leoarse TIIERE
VNI Lcate, PRSI TR 320 A 28 S0 A 45, TC V%
KAl vr AR %, WK S@Fr. ok, e
B4 2K Leoarse M Lcale M HER F T 2 IS S 2 2K
Larire» FREZZS XS B bnAL B AR AR AU, R
P 5 H bR s AL B IR, WK 5(b)
FT7R o

B AR ELJHE

(b) WHEEE

5 RLER

B, [RIITIER S 4 Ti401 2K e e K 52 5T B
ERas,  HAEBURIRTPUREAA G 3 AR Frsd e .
552 EEAHEHRREL

AT VR T R AE 5 2R v 2 ) R0 3 v ) P
[EHLHDS H bR B ROR W . O TIRER 2 APt
IR B e A0 Re FRErsEm, wit TAK
18 R DX (] IR B0 45 R X e S H AR 2 AL
T RIE T X Lhsess . Seg gt Bankd 6 frs.

W R X sk, WK
G-S-noA-Feature (G F/nEas, S KRR,
noA KR JLVEE JI ML) . G-S-Spatial-Feature

( Spatial 3 7 $ AT 7% [A] ¥ & JJ )+ G-S-Channel-
( Channel & 7 $0 47 18 38 vE & 1)) A
G-S-Spatial-Channel-Feature( Spatial-Channel &7~ %%
()R 38 T8V 2 W [T ATL D o

Feature

—A—[0.696] SiamRPN++ — & [0.296] G-S-noA-Feature
--A - [0.287] G-S-Spatial Feature —6—0.259] G-SZ-noA-Feature
—o [0.221] G-S-Channel-Feature ~ --©-[0.171] G-SZ-Spatial-Feature
—8—[0.171] G-SZ-Channel-Feature — B [0.160] G-S-Spatial-Channel-Feature
- 13- [0.155] G-SZ-Spatial-Channel-Feature
1.04
09

08
07

PRUES
o

0 01 02 03 04 05 06 07 08 09 10
HEBE

Bl iR JIBLHIRT ELER S AR A

7 I BB 48 2R DX R H AR BN, vt 1R S
4 G-SZ-Channel-Spatial-Feature (SZ /<382 X 1,
FNH AR )« G-SZ-Channel-Feature. G-SZ-Spatial-
Channel-Feature « G-SZ-Spatial-Feature #1 G-SZ-
noA-Feature.

M 6 T LUE H, 75 2 B g R, )
AT TE 1 2 LD B R s A B AR AE L, A
A RANE RN, S IE ) He A ) AT A
WIS R 3 B R A, BRERESERER H
PRIPERE S K T B, TAS) T Bl G RCR -
553 BWMAALHMIEBEE

T B UE A BRI R R B BRI R
PERE, ASCIEHL 3 g SG 0 R BR ER A 00 AT Beily
¥ FHEE T ResNet-50 1) SiamRPN-++II 25 19 4 Jii 4
A 2 A 3 M SRk R B L, ol e 1
7545 T HT 5 ) DIMP-50. 3T MobileNet [f)
SiamRPN++F1JE T ResNet 1) SiamMask. #4012k
TN T Bty 3 Ao S 1 1) PR ERER S N T A PR 1)
RILWER 6~ 8 i, W& 6~K& 8 W LLE H,
DO B HURIZRIN 4 53 5% T 5 1) A 28 #46
AE— & P L BRAC IR ER 2 I PR BE A H AR 7% i
Kssh ik . B2ZILAR 3 W, Licature TR ITI
SRMBENLE 3 Pl B SR AR AR R I A A )
ORI R I



©250 w

4R a2 %

% 6 SiamRPN++(MobileNet) R I5 28 & 45 L IR

TR L
OTB100
Leoarse Lscale Laiin Lteature

S(M P (M
- - - - 0.651 0.855
J — — — 0.314 0.463
— J — — 0.346 0.544
— — V — 0.591 0.796
— — — J 0.306 0.439
J J — — 0.263 0.406
J J V — 0.134 0.168
J J J 0.098 0.154

% 7 SiamMask IREFES ZIRKTUT B 4T LE

OTB100
Leoarse Lycale Laife Lieature
S P (1)
- - - - 0.651 0.855
v — — - 0.397 0.557
— v — — 0.421 0.614
— — \ — 0.592 0.800
— — — \ 0.353 0.497
\ V - - 0.330 0.489
\ v \ — 0.144 0.190
\ v \ 0.120 0.162

%8 DIMP-50 [REFZE K IRKTLUTHEXT Lt

OTBI100
Leoarse Lscale Larife Lieature

S P(

— — — — 0.686 0.899
«/ — — — 0.660 0.868
— v — — 0.657 0.864
— — \/ — 0.644 0.853
— — — «/ 0.596 0.765
«/ \ — — 0.638 0.839
v \ \ — 0.472 0.641
«/ \ v 0.441 0.611

5.5.4 BCEA RPTAT B RN AT

AP I B R AR IR I R SRS
Jev FRIERRAUBENPR . (R eas IR fE
MICRFERVRIN, AT EE 2 h RSSO BT AL
PNk, 13BIRBNE A . SRR AES R, 52
8 h A eI RE . X2 THHER R

FOWPRHAE BTN A5 5 34, HLAI R 2 ) R T 3
B IHLHIRZR 23 [ AR OC R, S HRBOGER X
s, I R A o Rk, ATk
X SiamRPN-++ i Ho Al £z 56 13 PR I 2 4R GE I A R 4T
(IR a3k 4 B, X T SiamRPN++ERERSS
IS IR AR 2R LEANGS s Bk s o & s 14.2%,
FEWRE A 20.2%, WUBATH T —a v AR, R
AROR PR RS, TR 88 I 25 R AR iZ sh s . T
A5 T AR TR

6 4RiE

BT X IRAT X BT B BA HME LA R PRI ER B A%
(330 531 fit 3 A2 Bl & 2B D A 1) Tl 5, AR S
P PR B H bR ERER S M. B, BT
PE 55 I\ 15 2 20 RN J2 R 2 RS W v T K O 4%
S EERR AN T B AL R 2k R e
W plds, LA puishfne fi; AR5, 7
X — BT A B i, R A5 B R IE N AR
A, AEROSPIREAS, LT SiamRPN H brii
Erds, s kB, FEURERRIL. AT
54 OTB100. VOT2018 Al LaSOT i% 3 A&
T H bR IR ER AR R AT T RAE, AR TR E Y
e, ARICOTEISE) T B B ROR -
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